
Guide to Configuring LDAP Authentication

This guide explains how to enable and configure LDAP integration introduced in the PlaySMS
authentication module, detailing the meaning of each option available in the administration panel.

Prerequisites
1. PHP LDAP Extension: The server running PlaySMS must have the php-ldap extension installed
and active. Otherwise, the application will display the error "PHP LDAP extension is not available"
when attempting to connect.
2. Optional Service Account: If the LDAP server requires an account to perform searches, obtain
the credentials (DN and password) to use as a bind user.
3. Existing PlaySMS Users: If automatic user creation is not desired, manually create
corresponding user accounts in the PlaySMS database.

Accessing the Configuration Panel
1. Log in as an administrator.
2. Open Settings → Main configuration.
3. Select the LDAP authentication tab to view all dedicated options.

Enabling and Connection Parameters

Option Description

Enable LDAP authentication Enables LDAP authentication attempts after local credentials fail. Must be set to 'yes' to use LDAP.

LDAP server URL or hostname Server address (e.g., ldap.example.org or ldaps://ldap.example.org). Using ldaps:// automatically applies port 636.

LDAP server port TCP port of the server. Leave blank to use the default based on schema (ldap/ldaps).

LDAP encryption Selects encryption method: None (plain), LDAPS (SSL) requires ldaps://, StartTLS starts TLS after anonymous bind.

LDAP bind DN Full DN of the service account for bind. Leave blank for anonymous bind (if allowed).

LDAP bind password Password for the bind user. Leave blank for anonymous bind.

User Search Parameters

LDAP base DN Starting point for user search (e.g., ou=People,dc=example,dc=org). Required for LDAP login.

LDAP user search filter LDAP filter identifying the user. Use {{username}} as a placeholder (default: (uid={{username}})).

LDAP name attribute LDAP attribute copied to PlaySMS Full name (default cn).

LDAP email attribute LDAP attribute copied to email field (default mail).

LDAP mobile attribute LDAP attribute for mobile number (optional).

Default email domain Suffix added to username if email is empty (e.g., username@domain). Leave blank to require LDAP email.

Automatic Creation and Synchronization
When Automatically create users from LDAP is set to yes, PlaySMS creates the local user if not
already existing, filling in name, email, mobile number, and default parameters (ACL, credit, status,
etc.).
Each valid LDAP login automatically updates the user's local name, email, and mobile number,



keeping PlaySMS in sync with the LDAP directory.

Connection Test
1. Enter all desired parameters under the LDAP authentication tab.
2. In the Test username/Test password section:
- Leave blank to test connection and bind only.
- Provide LDAP user credentials to test search and authentication.
3. Press Test LDAP connection to receive success or error messages in the configuration page.

Authentication Flow
1. PlaySMS first checks local credentials.
2. If local login fails and LDAP is enabled, the system performs LDAP search and bind.
3. If LDAP authentication succeeds:
- The local user is created (if allowed) or updated with LDAP data.
- The login is accepted and access granted.

Troubleshooting
- "LDAP host is empty": The LDAP server URL or hostname field is empty.
- "LDAP base DN is empty": LDAP base DN must be set.
- "LDAP user not found": No user found; check the LDAP user search filter and username value.
- LDAP login keeps failing: Use connection test with the same credentials for detailed error
messages (e.g., "LDAP credentials rejected").


