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Overview
This guide explains how to expose modem KPIs and core service state via SNMP, and how to monitor
them remotely with SolarWinds, PRTG, Nagios, and Icinga.

What you will get: - Live SNMP OIDs for modem registration, signal bars, RSRP/RSRQ/RSSI, LTE band,
RAT. - SNMP OIDs for systemd services (e.g., nginx, kannel-*, custom daemons). - SNMP OIDs for
Docker containers (e.g., goofy_pare_mod, nginx_proxy). - Tested on Linux (Debian/Ubuntu) with
Net-SNMP (snmpd).

Prerequisites
On the monitored host (Foxbox):
- Net-SNMP daemon (snmpd)
- The JSON generator script (modem_status_qmi.sh) writing
/var/spool/sms/modem_status.json
- Executable SNMP extend scripts:
- /usr/local/bin/snmp_modem_state.sh
- /usr/local/bin/snmp_modem_bars.sh
- /usr/local/bin/snmp_modem_rsrp.sh
- /usr/local/bin/snmp_modem_rsrq.sh
- /usr/local/bin/snmp_modem_rssi.sh
- /usr/local/bin/snmp_modem_band.sh
- /usr/local/bin/snmp_modem_rat.sh
- /usr/local/bin/snmp_svc.sh # systemd services
- /usr/local/bin/snmp_docker_up.sh # docker containers
Ensure they are executable (chmod +x) and readable by the 'snmpd' service
user.

SNMPD Configuration
Edit /etc/snmp/snmpd.conf and ensure at least read-only (v2c) access from your NMS:

rocommunity foxbox localhost
# or to allow LAN monitoring (replace 192.0.2.0/24 with your NMS subnet):
# rocommunity foxbox 192.0.2.0/24

Add these 'extend' entries to expose custom OIDs (one per line):

extend modemState /usr/local/bin/snmp_modem_state.sh
extend modemBars /usr/local/bin/snmp_modem_bars.sh
extend modemRSRP /usr/local/bin/snmp_modem_rsrp.sh
extend modemRSRQ /usr/local/bin/snmp_modem_rsrq.sh
extend modemRSSI /usr/local/bin/snmp_modem_rssi.sh
extend modemBand /usr/local/bin/snmp_modem_band.sh
extend modemRAT /usr/local/bin/snmp_modem_rat.sh

extend svcNginx /usr/local/bin/snmp_svc.sh nginx
extend svcKannelBear /usr/local/bin/snmp_svc.sh kannel-bearerbox
extend svcKannelSms /usr/local/bin/snmp_svc.sh kannel-smsbox
extend svcKannelQueue /usr/local/bin/snmp_svc.sh highwayd



extend svcDockerFoxbox /usr/local/bin/snmp_docker_up.sh goofy_pare_mod
extend svcDockerNginx /usr/local/bin/snmp_docker_up.sh nginx_proxy

Restart snmpd: sudo systemctl restart snmpd

Test locally:
snmpwalk -v2c -c foxbox localhost 1.3.6.1.4.1.8072.1.3.2

Key OIDs (NET-SNMP-EXTEND)
Use 'nsExtendOutput1Line' for numeric values in NMS tools. Examples:

modemState -> NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."modemState" modemBars ->
NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."modemBars" modemRSRP ->
NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."modemRSRP" modemRSRQ ->
NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."modemRSRQ" modemRSSI ->
NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."modemRSSI" modemBand ->
NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."modemBand" modemRAT ->
NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."modemRAT"

svcNginx -> NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."svcNginx" svcKannelBear ->
NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."svcKannelBear" svcKannelSms ->
NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."svcKannelSms" svcKannelQueue ->
NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."svcKannelQueue" svcDockerFoxbox ->
NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."svcDockerFoxbox" svcDockerNginx ->
NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."svcDockerNginx"

Get numeric OIDs (optional):
snmptranslate -On NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."modemState"

SolarWinds (Example)
1) Add Node: Use SNMP v2c with community 'foxbox' and the IP of the Foxbox host. 2) Add 'Universal
Device Pollers' (UnDP) for the custom OIDs above: - Name: modemState, OID:
nsExtendOutput1Line."modemState", Type: Rate/Raw Numeric - Name: modemBars, OID:
nsExtendOutput1Line."modemBars", Type: Raw Numeric - Name: modemRSRP, OID:
nsExtendOutput1Line."modemRSRP", Type: Raw Numeric - Name: svcNginx, OID:
nsExtendOutput1Line."svcNginx", Type: Raw Numeric (1=up, 0=down) Attach them to the Foxbox node.
3) Alerts: - modemState == 0 -> Critical: 'Modem not registered' - modemBars < 2 -> Warning: 'Weak
signal' - modemRSRP <= -110 -> Warning, <= -115 -> Critical - svc* == 0 -> Critical: 'Service down' 4)
Charts: Plot modemRSRP/RSRQ/RSSI over time; overlay modemBars for readability.

PRTG (Example)
1) Add Device (Foxbox IP) with SNMP v2c 'foxbox'. 2) Add 'SNMP Custom' sensors with the target OIDs: -
modemState (Integer), modemBars (Integer), modemRSRP/RSRQ/RSSI (Float), svcNginx (Integer), etc.
3) Channel Limits: - modemState: 0 = Down (red), 1 = Up (green) - modemBars: Lower Warning < 2 -
modemRSRP: Warning <= -110, Error <= -115

Nagios / Icinga (Example)
Use check_snmp for polling the OIDs.

Example service checks (Nagios/Icinga syntax):



define command{
command_name check_snmp_num
command_line /usr/lib/nagios/plugins/check_snmp -H $HOSTADDRESS$ -C foxbox -o
$ARG1$ -w $ARG2$ -c $ARG3$ -t 3 -P 2c
}

define service{
host_name foxbox
service_description Modem State
check_command check_snmp_num!.1.3.6.1.4.1.8072.1.3.2.1.2.10.109.111.100.101.10
9.83.116.97.116.101!1:1!0:0
}

define service{
host_name foxbox
service_description Modem Bars
check_command check_snmp_num!.1.3.6.1.4.1.8072.1.3.2.1.2.9.109.111.100.101.109
.66.97.114.115!2:4!0:1
}

define service{
host_name foxbox
service_description Modem RSRP
check_command check_snmp_num!.1.3.6.1.4.1.8072.1.3.2.1.2.10.109.111.100.101.10
9.82.83.82.80!-110:-60!-200:-110
}

For systemd services (1=up / 0=down), e.g., nginx:
define service{
host_name foxbox
service_description svcNginx
check_command check_snmp_num!.1.3.6.1.4.1.8072.1.3.2.1.2.8.115.118.99.78.103.1
05.110.120!1:1!0:0
}

Tip: 'snmptranslate -On <name>' helps to get numeric OIDs for your NMS.

Security (SNMPv3)
For production, prefer SNMPv3 with auth/priv.

On the monitored host: sudo net-snmp-create-v3-user -ro -a SHA -A 'AuthPass123' -x AES -X
'PrivPass123' snmpv3user

Update snmpd.conf to allow the v3 user, and restart snmpd. On your NMS, configure the same security
(username, auth/priv, algorithms, passwords).

Firewall: allow UDP/161 from the NMS only.

Troubleshooting
- 'No more variables left': no 'extend' configured or wrong subtree. - 'Unknown Object Identifier': client
MIBs not loaded; use numeric OIDs (-On) or install snmp-mibs-downloader. - Permissions: ensure snmpd
can read /var/spool/sms/modem_status.json (mode 664 is fine). - Timeouts: check firewall (UDP/161),
community/credentials, and that snmpd is active. - Script exit != 0: see nsExtendResult and run the script
manually to check errors.

Appendix: Useful Commands



Local tests:
snmpwalk -v2c -c foxbox localhost 1.3.6.1.2.1.1 # system
snmpwalk -v2c -c foxbox localhost 1.3.6.1.4.1.8072.1.3.2 # extend tree
snmpget -v2c -c foxbox localhost <numeric-OID>

Translate names to numeric:
snmptranslate -On NET-SNMP-EXTEND-MIB::nsExtendOutput1Line."modemState"

Remote polling (replace 198.51.100.10 with Foxbox IP):
snmpwalk -v2c -c foxbox 198.51.100.10 1.3.6.1.4.1.8072.1.3.2


