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SMS FOXBOX - HTTP Web Services API

> English developer documentation for the SMS FOXBOX Web Services (HTTP) API. Clear layout, practical
examples, and a ready-to-use Postman collection.

**Base path**
- Production: `https://foxbox.it/index.php?app=ws`
- Local/dev: `https://foxbox.local/index.php?app=ws`

**TLS note**
In local/dev the certificate is self-signed - examples use `curl -k`. In production, use a trusted certificate and
omit `-k`.

**Default output**
JSON (switch with `format=xml` if you prefer XML).

**Support**
Email: **info@foxbox.it**

---

1. Authentication

Most operations authenticate with **username** (`u`) and **webservices token** (`h`). Use `op=get_token`
with **password** (`p`) to obtain a token, and `op=set_token` to rotate it.

**Common auth query params**
- `u` - username
- `h` - webservices token (user-scoped)
- `p` - password (only for `op=get_token`)

---

2. Quick Start (cURL)

**Direct example using your dev host and token:**

curl -k "https://foxbox.local/index.php?app=ws&u=foxbox&h=3dbaa4ad82aec1039c34f781db75c9d5
&op=pv&to=393409007144&msg=test%20foxbox%20api"

**Template (parameterized):**

curl -kG "https://foxbox.local/index.php"   --data-urlencode "app=ws"   --data-urlencode 
"u=${FOXBOX_USER}"   --data-urlencode "h=${FOXBOX_TOKEN}"   --data-urlencode "op=pv"   
--data-urlencode "to=393409007144"   --data-urlencode "msg=Hello from FOXBOX"

---

3. Parameters

> **All values must be URL-encoded.**

**Core**: `op`, `format`, `query`, `login_key`
**Messaging**: `from`, `to`, `msg`, `footer`, `nofooter`, `type`, `unicode`, `schedule`
**Listing filters** (for `ds`, `in`, `ix`, `sx`): `queue`, `src`, `dst`, `dt`, `smslog_id`, `last`, `c`
**Contacts**: `kwd`, `c`
**Admin**: `recvnum`, `smsc`, `data_*`
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---

4. Operations & Examples

4.1 Send SMS - `op=pv`

curl -kG "https://foxbox.local/index.php"   --data-urlencode "app=ws"   --data-urlencode 
"u=foxbox"   --data-urlencode "h=3dbaa4ad82aec1039c34f781db75c9d5"   --data-urlencode 
"op=pv"   --data-urlencode "to=393409007144"   --data-urlencode "msg=Hello from FOXBOX"

_Scheduled:_

curl -k "https://foxbox.local/index.php?app=ws&u=foxbox&h=3dbaa4ad82aec1039c34f781db75c9d5
&op=pv&to=393409007144&msg=Scheduled%20FOXBOX&schedule=2019-04-29%2015:30:00"

4.2 Delivery Status - `op=ds`

curl -kG "https://foxbox.local/index.php"   --data-urlencode "app=ws"   --data-urlencode 
"u=foxbox"   --data-urlencode "h=3dbaa4ad82aec1039c34f781db75c9d5"   --data-urlencode 
"op=ds"   --data-urlencode "c=50"   --data-urlencode "last=1000"

4.3 Incoming - `op=in`

curl -k "https://foxbox.local/index.php?app=ws&u=foxbox&h=3dbaa4ad82aec1039c34f781db75c9d5
&op=in&c=20"

4.4 Inbox - `op=ix`

curl -k "https://foxbox.local/index.php?app=ws&u=foxbox&h=3dbaa4ad82aec1039c34f781db75c9d5
&op=ix&c=50"

4.5 Sandbox (Unhandled Incoming) - DEFAULT SMS INCOMING DATABASE -
`op=sx` ***USE AS ADMIN USER***

curl -k "https://foxbox.local/index.php?app=ws&u=admin&h=cc524fe5d8f4b01474291e25fa86ee2d&
op=sx&c=10"

4.6 User Credit - `op=cr`

curl -k 
"https://foxbox.local/index.php?app=ws&u=foxbox&h=3dbaa4ad82aec1039c34f781db75c9d5&op=cr"

4.7 Get Token - `op=get_token`

curl -kG "https://foxbox.local/index.php"   --data-urlencode "app=ws"   --data-urlencode 
"op=get_token"   --data-urlencode "u=foxbox"   --data-urlencode "p=YOUR_PASSWORD"

4.8 Set Token - `op=set_token`
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curl -k "https://foxbox.local/index.php?app=ws&op=set_token&u=foxbox&h=3dbaa4ad82aec1039c3
4f781db75c9d5"

4.9 Search Contacts - `op=get_contact`

curl -kG "https://foxbox.local/index.php"   --data-urlencode "app=ws"   --data-urlencode 
"op=get_contact"   --data-urlencode "u=foxbox"   --data-urlencode 
"h=3dbaa4ad82aec1039c34f781db75c9d5"   --data-urlencode "kwd=demo"   --data-urlencode 
"c=25"

4.10 Search Groups - `op=get_contact_group`

curl -k "https://foxbox.local/index.php?app=ws&op=get_contact_group&u=foxbox&h=3dbaa4ad82a
ec1039c34f781db75c9d5&kwd=marketing"

4.11 WS Login - `op=ws_login`

curl -k 
"https://foxbox.local/index.php?app=ws&op=ws_login&u=foxbox&login_key=YOUR_LOGIN_KEY"

4.12 Quick Info - `op=query`

curl -k "https://foxbox.local/index.php?app=ws&op=query&u=foxbox&h=3dbaa4ad82aec1039c34f78
1db75c9d5"

---

5. Admin Operations

- `inject`, `stoplist`, `accountadd`, `accountremove`, `parentset`, `parentget`, `accountban`, `accountunban`,
`accountpref`, `accountconf`, `creditview`, `creditadd`, `creditdeduct`, `loginkeyset`

_Add user example:_

curl -kG "https://foxbox.local/index.php"   --data-urlencode "app=ws"   --data-urlencode 
"op=accountadd"   --data-urlencode "u=admin"   --data-urlencode "h=ADMIN_TOKEN"   --data-
urlencode "data_status=3"   --data-urlencode "data_username=newuser"   --data-urlencode 
"data_password=S3cureP@ss"   --data-urlencode "data_name=FOXBOX User"   --data-urlencode 
"data_email=info@foxbox.it"

---

6. Errors

Selected:
- `ERR 100-106` (auth/token/IP)
- `ERR 200-201` (send)
- `ERR 400-402` (delivery status)
- `ERR 501` (no data)
- `ERR 600+` (admin)

---
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7. Best Practices

- URL-encode inputs; for `schedule` encode the space as `%20`.
- Use `unicode=1` for non-GSM characters.
- Prefer HTTPS; avoid `-k` outside local dev.
- Rotate tokens periodically.

---

8. FAQ

- **Token/IP errors (104/105/106)** - ensure the token exists, is enabled for the user, and the client IP/range
is allowed.
- **Scheduled + `smsc`** - some builds ignore an explicit `smsc` for scheduled sends; prefer account
default or routing rules.
- **Unicode issues** - send with `unicode=1` and confirm gateway DCS/encoding.
- **Empty Sent lists** - verify gateway/plugin logs and update to a recent stable release.

---

Credits

Derived from the playSMS HTTP API (see the official "http-api" references).


